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Abstract— The rapid development of urbanization poses
many economic, social and environmental problems. The smart
city brings smart solutions that are effective and sustainable in
different areas: transportation, environment, energy and
government affairs. The Internet of Things (IoT) is the basis of
the structure of a smart city to interconnect all devices together.
At present, and despite the potential benefits presented, IoT is
still not secure by design, making its applications particularly
vulnerable to security threats such as: Confidentiality and data
integrity. However, there is the risk of creating urban
environments with compromised data. The Blockchain has
recently been proposed as a revolutionary technology that can
be integrated and resolves many vulnerabilities in IoT
applications. In this work, we analyze the applicability of the
Blockchain to ensure the security of the data transmitted and
received by the nodes of an IoT network. The purpose of this
article is to integrate the Blockchain with IoT to create a secure
decentralized architecture to provide a secure communication
platform in a smart city.
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L. INTRODUCTION

Urbanization is a global phenomenon. By 2050, the
United Nations predicts that 68% of the world's population
will reside in urban areas, a figure that is rising sharply
compared to the 55% of our urban population today.

Urbanization has improved the standard of living of
citizens in many areas, such as: education, health, transport,
economy, living and working environments [1]. Yet there are
still many problems and challenges. However, cities are
focusing on smarter approaches in trying to reduce costs, use
resources optimally and also create a sustainable urban
environment with a better quality of life [3]. Appearing in the
wake of tremendous advances in the field of connected
objects (IoT), software systems and information and
communication technologies, Smart Cities help them meet
the challenge. While the development of IoT and wireless
communications have facilitated the interconnection of
multiple devices as well as the ubiquitous transmission of
data, even from remote sites [3]. On the other hand, the
researches always affirm the existence of several limitations
of the devices loT especiallywith regard to security.

This article proposes an architecture that takes into
account the limitations and capabilities of IoT devices, by
integrating Blockchain technology, which is a distributed and
secure transaction database, to manage Smart City data
exchange.

The rest of the document is structured as follows: In
Section II, context and motivation where we demonstrate the
state of security in smart cities, the important role of IoT in
the smart city and the difference between centralized
architecture and decentralized. Then we present the
Blockchain technology, its benefits and limitations for the
smart city. Section III, related works where we present the
existing work with an analysis. Section IV, we propose an
architecture that could make the system more secure and
efficient. Finally we conclude our article in sectionV.

1I. CONTEXT AND MOTIVATION

A. Security in smart city

Smart cities will play a significant role in different aspects
oflife [5]. Growth is widespread and various dimensions need
to be taken into account before they can be considered a
sustainable solution. Equipped with sensors collecting data,
relying on information systems to optimize their services,
favoring a growing use of digital, smart cities are increasingly
connected.

A smart city is vulnerable to multiple security attacks
because of the heterogeneous nature of devices with limited
resources.

In a smart city, the cyber risk is increased by the presence
of connected objects, pillars of the innovative services offered
by the city. In order to preserve the functioning of the city and
its services, but also to protect the personal data of their
citizens, the identification of the threats and their
consequences is essential as well as to design an effective
solution. We then identify threats to availability regarding the
maintenance of resources, integrity including unauthorized
modification of data such as information corruption or
manipulation, confidentiality by disclosing sensitive
information by an unauthorized entity, authenticity with
unauthorized access to sensitive resources and information

[3].
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i. Role of the Internet of Things in the smart city

At a time when the IoT is exploding, urbanism is also
making its digital transformation by putting connected
objects in the service of a smarter city. [oT is a major
pillar of smart cities and the ToT detection devices that
are used to detect and monitor in real-time operation of
various scenes in the city, are a very important part of the
connection of network communication devices. [2]. The
Internet of Things is therefore an indispensable
component of the Smart City for data collection. Thanks
to the sensors, it is indeed possible to analyze in real time
information with the aim then to improve the everyday
life of the inhabitants. They also help to reduce
operational costs and optimize certain operations in the

city.
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Fig. 1. loT in smart cities [24]

ii. Centralized Architecture of IoT

The IoT is at the heart of the smart city, these devices
consist of network nodes, whether they are connected to a
server or a computer, so they are connected to share their data.
The collection of data is done by the sensors then these data
are stored, processed and then presented. Currently the IoT
architecture is presented by a centralized model called server
/ client model. This centralized model connected a large
number of computer peripherals for many years, they can not
communicate with each other but address a centralized
gateway. This model will not be able to meet the expansion
needs of the IoT system in the future, and therefore the
amount of communication to manage costs will increase
exponentially. Although the costs and communication issues
are managed, the server / client model will remain a point of
failure that can interrupt the entire network. Thus this
centralized model is vulnerable to data manipulation [§].
What amplifies the complexity of security and privacy
mechanisms is the heterogeneous nature of IoT. These
centralized architecture models that have been used so far to
authenticate, authorize, and connect different nodes in an IoT
network. These centralized systems may fail when the
centralized server becomes unavailable due to the growing
number of devices [9].

A decentralized approach to IoT would provide a solution
to many of these problems. Blockchain is one of the popular
techniques of decentralization.

B. Blockchain background

In 2009 (Nakamoto), Blockchain technology was created
as a primary payment network for Bitcoin cryptocurrency [3].
Blockchain is a system that manages transactions between
partners of a distributed network such as the transfer of
currencies, exchanges, writing of reports in a register, or
traceability to operate on actions such as sales, purchases,
tracking or movement of objects, acts of manufacture or
distribution.

The implementation of a Blockchain system relies on a
sequence of records chained and stored in a distributed
database integrating an innovative mechanism of replication.
A Blockchain-type network is therefore a distributed registry
offering a high level of security, based on very specific
encryption algorithms, and containing all the transactions
carried out since the origin of the network creation. It is shared
by all participants who each have a local copy through the
replication mechanism. The network is managed by rights and
permissions, so that each participant sees only the appropriate
transactions [10]. Blockchain technology is based on the
following [3]:

Cryptography: Used to protect the content of blocks and thus
ensure that each participant sees only the relevant data for
him.

Consensus protocol: Blockchain which is a decentralized
distributed network offering immutability, confidentiality,
security and transparency. In order to verify and validate
transactions, no central authority exists, however each
transaction in the Blockchain is well verified and secure
thanks to the consensus protocol which is at the heart of any
Blockchain network. Blockchain consensus protocols impose
a system of agreement between different parties within a
distributed network, thereby preventing malicious operation
of the system. So Blockchain consensus protocols guarantee
synchronization between all nodes on the network. The
Blockchain consensus mechanism is an internal and
automatic audit of its network. This protocol is therefore
essential:

» It allows the Blockchain to be updated while ensuring
that each block in the chain is valid.

> It prevents a single entity from having control of the
entirce network and therefore guarantees its
decentralization.

A consensus algorithm is a procedure by which all peers in
the Blockchain network reach a common agreement in the
distributed register. Thus consensus algorithms achieve
reliability in the Blockchain network and establish trust
between unknown peers in a distributed computing
environment [22]. There are different consensus algorithms:

=  POW: Proof-of-Work is the first and most used
consensus algorithm of all. Network nodes are called
miners. The latter in order to validate a transaction
must solve a complex mathematical problem requiring
significant computing power. They therefore use a hash
function allowing the transaction data to be written into
the blocks and connected to each other. Once the hash
registered in the blockchain, it is however falsifiable.
PoW therefore ensures that miners can only validate a
new transaction block and add it to the blockchain if
the distributed nodes of the network reach a consensus
and agree that the block hash provided by the minor is
valid proof of work.
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=  POS: Proof-of-Stake, or proof of stake developed in
2011 as an alternative to PoW. The participants of this
consensus can be assimilated to sharcholders of a
business entity having the right to participate in its
consensus mechanism. In order to validate a block, the
nodes must prove their possession of a certain amount
of cryptocurrency by requiring to pledge them on the
network and which will be destroyed in the event of
fraud. The more this quantity is important, the node
will be more likely to be chosen to update the registry
of a Blockchain.

The Proof of Work, Proof of Stake are the main Blockchain
consensuses. There are many others: Proof of Importance
(POI), Delegated Proof of Stake (DPOS), Proof of Authority
(PoA), Proof of Elapsed Time (PoET), etc.

Shared Ledger: The replicated and distributed registry is
tamper-proof and contains transaction history in the form of
individual records chained to each other and time stamped.

Smart Contracts: Is the second founding concept after the
registry. Defines the conditions of the transaction or transfer,
it is embedded in the replicate database. The participants of
the network agree on the verification conditions of the
transaction by applying the rules of the contract to each of
them.

There are two types of Blockchain:

Public blockchains or unpermissioned: Do not require access
permission, and are those whose transaction log is readable
by everyone. Each network member has the ability to view
transaction history, create smart contracts and decentralized
applications. The transactions that are stored in these
"Ledgers" are neither deletable nor modifiable, readable by
all, well secured by cryptography, decentralized and without
a central governance body [10] [11].

Private blockchains or permissioned: Request permission to
access it. In order to access this type of blockchain and
become a member you need an invitation and the creator of
the network or user-moderator who sets the rules can approve
or reject, and existing members of the network can also
confirm or reject this access. The control mechanism is
variable and depends on the rules. For operations, only direct
participants can access them [7] [11].

i Advantages of integrating Blockchain into the smart
city

Blockchain technology is a simple and powerful way to make
the city truly sustainable and smart. Trust and control in the
circulation and use of data will be guaranteed, so it brings out
anew economy of access. Data from different origins can thus
be shared without being displaced and thus contribute in a
measurable way to the emergence of new solutions [10].
Integrating the blockchain into smart city devices will create
a common platform for all devices to communicate in a secure
distributed environment.

The blockchain offers two key advantages over
traditional centralized databases: it guarantees traceability
and integrity of data in real time, allowing users to exchange
information efficiently and transparently. It also allows the
automation and security of processes thanks to intelligent
contracts with efficiency gains [10] [14].
Blockchain helps to limit the risk of piracy during the
development of a digital recording connecting thousands of
computers. Indeed, the combination of the Blockchain and
the IoT will allow devices to be more powerful and this will
create more transparency, immutability and security in smart
cities [12] [13].

ii. Limitations of integrating Blockchain into the smart
city
Blockchain technology has created hope in the ICT
community that it could provide a long-awaited solution to
several ongoing security vulnerabilities [5]. Applications of
Blockchain technology are still in their
infancy and several challenges must be overcome to ensure
its wider development. The first issue is a scalability issue,
its lack of maturity and its security vulnerabilities that
constitute an obstacle to its development in smart cities.
In the future, the blockchain, possibly coupled with other
new technologies, could become one of the technological
pillars of the smart city, based on an increasingly integrated
and automated ecosystem and a more collaborative
economy [15].

I RELATED WORKS
A. Presentation of existing works

The smart city its goal is to improve the quality of life and

the services of a city, as well as to convert it into a more
sustainable space, through the integration of new services
based on information technologies, communication and more
generally digital in the daily lives of citizens. These new
services are based on technologies and concepts such as Big
Data, the Internet of Things (IoT) that cities and communities
must understand to achieve these objectives. Cities
everywhere are facing 4 major challenges: growing
urbanization, aging infrastructure, quality of life and security.
Several researchers present solutions to deal with its
problems. In this section after a long study of all the solutions
proposed in this field we have chosen precisely to discuss and
analyze the solutions of these researchers knowing that they
are the most recent and which approaches the good secure
and decentralized architecture with minimal risks.
Biswas and Muthukkumarasamy presented a security
solution in order to make communication channels and
platforms secure in smart cities, this solution is based on the
integration of Blockchain in smart [oT devices. Researchers
confirm that to secure smart cities, distributed ledger
technologies and Blockchain have become very important
because they secure communication protocols, devices, and
channels [3].
Sun et al. proposed a conceptual framework containing
three main factors (man, technology, and organization)
focusing on the integration of Blockchain sharing services
and how they contribute to smart cities. The factors are
arranged to create a peer-to-peer
when integrating the Blockchain in smart cities to enjoy the
benefits of their services. However, this framework
contributes to sharing services based on the Blockchain [16].
Watanabe et al. propose a process based on a hybrid
consensus algorithm to improve the security of the
Blockchain against the risks of monopolization. This
mechanism has been used to manage smart contracts. This
hybrid consensus algorithm uses a credibility score algorithm
and proof of participation to prevent attackers from
monopolizing resources and thereby maintaining Blockchain
security [17].
Ruta et al. their objective was to present a service-oriented
architecture (SOA) which could improve the scalability of
the IoT, and which may use smart cities in several fields by
integrating a semantic layer into the Blockchain. According
to the researchers, using consensus algorithms, this example
will improve the validation of resources, as well as the
efficiency of smart contract operations within the network
[20].

Authorized licensed use limited to: University of Exeter. Downloaded on June 22,2020 at 01:19:51 UTC from IEEE Xplore. Restrictions apply.



4th International Conference on Electrical and Information Technologies ICEIT’2020

Ibba et al. offer “CitySense” which is a solution for data
immutability in smart cities. These researchers wanted the
data collected using sensors using the IoT to be stable and not
modifiable. This is the reason why they set up the
Blockchain.  Researchers agree that implementing
Blockchain in smart cities has several advantages [18].
Xu et al. present "Sapphire" which is a new model for smart
cities integrating a Blockchain-based storage system to
process data in IoT. These researchers thus propose a smart

analyze data and reduce indirect costs [21].

B.  Analysis of existing works

The studies of the above-mentioned researchers have
been reviewed and evaluated according to certain
measurement and evaluation criteria, presented in Table 1:
Cost, Scalability, Immutability, Applies smart contracts or
not, if a consensus protocol is used and which one “POW,

contract protocol called "OSD-based intelligent contract"
which is an object-based storage device introduced in the
"Sapphire". Researchers show that this new system helps to

POS, DPOS, POI, PoET, POA, etc”.

TABLE 1. An analysis of the existing work of researchers

Consensus
Protocol

Scalability Immutability Cﬁ:::f;ctts

Contribution

Introducing a new security
framework for smart city
communications by
implementing the Blockchain
on smart IOT devices.

1. Biswas and

Muthukkumarasamy [3] POW

Low High Yes Yes

Presentaframeworkon the
contributionof Blockchain

2. Sun et al. [16] ) . . ..
sharing services in smartcities.

Medium High Yes No POW

Suggestsanewconsensus
protocolforthe registration of
smart contracts using
Blockchain technology.

3. Watanabe et al. [17] POS

Low High Yes Yes

Offeraservice-oriented
architecture (SOA) that canbe
usedtoimprovethescalability

oftheloT.

4. Ruta et al. [20] Low High Yes Yes POW/UTXO

Offerasolution for the
immutability of data in smart
cities thatapplies Blockchain
andusingloT.

5. Ibba et al. [18] Low High Yes Yes PoET

Introduction ofaBlockchain-
basedstorage system to

6. Xu et al. [21
wetal (211 analyze datain [oT.

Low High Yes Yes NO
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IV. PROPOSED ARCHITECTURE

In this section we will propose "Secuchain" an
architecture based on Blockchain technology that takes
into account the limitations and capabilities of IoT
devices. We are securing this architecture with the
integration of a token-based access control solution
Fig.2.

Device Layer: The role of this layer is to monitor
different public infrastructure environments and then
transfer the filtered data to the next layer. It is
composed of several sensor nodes that detect and
collect information about the surroundings. This
covers several applications and areas in smart cities:
Health, Transport, etc.

Fog Computing Layer: In this layer each of the
nodes is connected to a group of sensors, after the data
collection carried out at the device layer, they pass to
the following stages: The application of a method "the
sign share" which realizes the Hidden data filtering, it
is used to analyze the collected data without decrypting
the messages using cryptology which ensures that only
the desired destination can decipher the content. Then
the data is sorted into sensitive data and normal data.
Normal data is stored separately to be accessible to
everyone, and sensitive data is routed to larger services
in the next layer, the Blockchain. With the introduction
in addition to a high-performance distributed SDN
controller. This will allow the integrity and
confidentiality of the data. Thus, thanks to this
filtration method, it will reduce the overhead of the
upper layer and improve the latency performance of
the system.

Blockchain layer & token-based access control: Its
role is the processing of data received from the
previous layer. The blockchain examines the received
data, and converts it into a transaction using the
verification decoding phase of the sign share approach.
In order to manage transactions between block chains,
we will integrate a POW consensus mechanism, as
well as the use of digital signatures and hashes. We
will also add an access control solution based on smart
contracts with personalized tokens.

Basically any customer can transfer some of their
chips to another customer using the transfer function
(Token transfer), this client could therefore perform a
malicious operation with its tokens, it is then a security
threat that exists in legacy access control systems
based on tokens. However, with smart contracts, a
customer is allowed to transfer their tokens only to the
owner. This transfer is activated to support features
such as "offsets" when a customer is authorized to
perform a transaction only for a given period of time
(which corresponds to their team) and then transfers
through their owner his authorization to the client of
the next post. This means that off-line token transfers
will be impossible. Thus, in smart contracts, a
customer is allowed to transfer his chips only to the
owner.

Architecture based on Blockchain for

smart cities

Smart contracts, Custom Tokens)

Protocols and Networks (The sign share

Distributed Ledger and Applications ( POW,

Approach / High-performance distributed SDN

controller)

Devices and Sensors

Fig. 2. “Secuchain” Architecture based on Blockchain for
smart cities

A.  Security analysis

After an analysis of the Secuchain architecture that
we proposed in the previous section, we find that it has
the following characteristics: decentralization, low
latency, flexibility, low cost, high scalability,
immutability, smart contracts, POW consensus
protocol. Knowing that the POW consensus protocol is
not vulnerable to the following attacks: Short Range
attack, Long Range attach, Precomputing attack,
Denial of Service (Dos), Sybil attack. This architecture
therefore offers a high level of security, which we will
prove in our next article with an implementation of this
architecture using Solidity which is the programming
language of the most well-known and most used
decentralized application platform Ethereum.

V. CONCLUSION

There is no doubt that technology has always
played a major role in the evolution of cities. A smart
city based on IoT its objective is to make the quality of
life of citizens better, with a city that meets their needs
and that is sustainable. The smart city requires several
efforts and above all a large amount of resources.
Smart cities have many challenges to overcome, so the
integration of Blockchain technology could very well
serve the intended purpose and help governments
create effective smart cities. The blockchain, which
already streamlines various industries based on its
unlimited benefits, also plays an essential and major
role in the development of smart cities and the security
of citizens' data in different fields and applications.
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For this we have proposed in this article a

"Secuchain"

architecture based on the

blockchain to secure smart cities. Future work
in this research will therefore include the
implementation and testing of this architecture
with a general analysis and comparison of the
results obtained compared to those of other
researchers.
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