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Abstract—As the great prevalence of various Internet of Things
(IoT) terminals, how to solve the problem of isolated information
among different IoT platforms attracts attention from both
academia and industry. It is necessary to establish a trusted
access system to achieve secure authentication and collaborative
sharing. Therefore, this paper proposes a distributed and trusted
authentication system based on Blockchain and edge computing,
aiming to improve authentication efficiency. This system consists
of Physical network layer, Blockchain edge layer and Blockchain
network layer. Through the Blockchain network, an optimized
practical Byzantine fault tolerance (PBFT) consensus algorithm
is designed to construct a consortium Blockchain for storing
authentication data and logs. It guarantees trusted authentication
and achieves activity traceability of terminals. Furthermore,
edge computing is applied in Blockchain edge nodes, to provide
name resolution and edge authentication service based on smart
contracts. Meanwhile, an asymmetric cryptography is designed,
to prevent connection between nodes and terminals from being
attacked. And a caching strategy based on edge computing is
proposed to improve hit ratio. Our proposed authentication
mechanism is evaluated with respect to communication and
computation costs. Simulation results show that the caching
strategy outperforms existing edge computing strategies by 6%-
12% in terms of average delay, and 8%-14% in hit ratio.

Index Terms—Blockchain, IoT, edge computing, trusted au-
thentication, cryptography, caching strategy

I. INTRODUCTION

AS the rapid development of information and commu-
nication technology, IoT technology has been widely

used in modern society [1]. Traditional IoT platforms usually
adopt cloud computing to handle big data stream generated
by various terminals [2]. However, these centralized platforms
are isolated and incompatible from each other, facing difficulty
with sharing information among different platforms. Further-
more, user privacy can be exposed easily once the centralized
authority is attacked. Therefore, it is urgent to realize dis-
tributed and trusted authentication among IoT platforms.

For establishing trusted IoT platforms and supporting uni-
form access models, Blockchain attracts significant attentions
from both academia and industry. First proposed by Satoshi
Nakamoto in 2008 as a decentralized peer-to-peer network
platform, Blockchain has been one of the most promising
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technologies to meet security requirements of IoT networks
[3], [4]. It confirms integrity and validity of networks through
computational-intensive tasks like Proof-of-Work puzzle.

Although many researchers are dedicated to the application
of Blockchains, most of the existing Blockchains require a
large amount of computing and storage resources. For ex-
ample, Zhe et al. [5] proposed a reputation system for data
credibility assessment, where cars with higher computation
capability acted as miners. Dorri et al. [6] chose gateways
as miners in Smart Home. However, few works focused on
improving performance of Blockchain system when it works in
the edge. Some studies adopted edge computing for supporting
services in Blockchain networks [7], [8], such as blockchain
based edge-as-a-service framework [9] and edge computing
enabled wireless blockchain framework [10]. Therefore, this
paper adopts edge computing for supporting edge authenti-
cation service in the Blockchain system. Edge computing is
applied in Blockchain edge nodes to enhance computation and
storage capability.

Existing works adopting Blockchain in various IoT scenar-
ios, such as intelligent transportation [11], smart grid [9], [12],
smart medical [13] and so on, are mainly designed for security
or privacy. Few studies focused on efficient authentication and
collaborative sharing among different platforms. Therefore, we
propose a distributed and trusted authentication system that
combines edge computing and Blockchain, to provide efficient
authentication for smart terminals. The system consists of
physical network layer, Blockchain edge layer and Blockchain
network layer. Blockchain network layer works as an underly-
ing supportive layer, storing authentication data and logs with
an optimized PBFT consensus algorithm. Blockchain edge
layer contains two kinds of edge nodes, in which resolution
edge nodes provide name resolution service, and cache nodes
achieve edge authentication service. A cryptography based
on Elliptic Curve Cryptography (ECC) is designed in order
to guarantee edge security. In particular, a caching strategy
based on edge computing is proposed to update caching of
Blockchain edge nodes and improve hit ratio.

Main contributions of this paper are summarized as follows:
• This paper proposes a distributed and trusted authenti-

cation system with Blockchain and edge computing. In
the Blockchain network, an optimized PBFT consensus
algorithm is designed for storing authentication data and
logs. It guarantees trusted authentication and achieves
activity traceability of terminals.

• A distributed authentication mechanism is designed by
leveraging a dynamic name resolution strategy and ECC.
With the name resolution strategy, edge nodes can syn-
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Fig. 1. IoT architecture

chronize terminal data timely. Meanwhile, the cryptogra-
phy can preserve identity confidentiality and communi-
cation security among edge nodes and terminals.

• A caching strategy based on belief propagation (BP) al-
gorithm is put forward to improve hit ratio and minimize
delay. Compared with traditional caching strategies that
cannot deal with mobile terminals, the strategy relying on
smart contracts can optimize allocation of caching space
dynamically.

The rest of this paper is organized as follows: Section
II reviews the related work. Section III presents the system
model. A distributed authentication mechanism introduced in
Section IV. Then we propose a caching strategy according
to BP algorithm in Section V. The experimental results and
corresponding discussions are described in Section VI. Section
VII is the conclusion and future work.

II. RELATED WORK

A. Development of IoT

Integrating a plethora of various sensors, actuators, and
smart meters across a wide spectrum of businesses [16],
IoT technology goes through four stages of developments as
shown in Fig. 1. Early forms of IoT platforms are highly
isolated, incompatible and proprietary connected islands. After
that, centralized processing architectures relying on cloud
computing are adopted to handle massive data flow, making a
difference to the manner of data processing. Peer et al. [17]
proposed cloud-based biometric services to provide powerful
storage and unprecedented processing power. Kohlwey et
al. [18] presented a Hadoop-based cloud computing system,
which improved matching efficiency in image recognition.

Though cloud computing improves computational and stor-
age capability in centralized architecture, it performs poorly
in promoting edge processing and protecting data security.
Xu et al. [19] reviewed researches on IoT from the industrial
perspective, and introduced main technologies for supporting
IoT, such as social networks, radio-frequency identification
(RFID), cloud computing, etc. They indicated that information
security and privacy protection were two difficult issues in IoT
because of devices’ mobility and network complexity.

Many novel protocols and networks are applied to ensure
secure authentication in IoT, e. g., cooperative message authen-

tication protocols [20], group-oriented-range-bound authenti-
cated key agreements [21], lightweight mutual authentication
protocols [22], etc. However, they usually lack flexibility and
scalability. Therefore, with the prevalent of digital cryptocur-
rency, Blockchain is introduced as a promising solution to
provide protected privacy and trusted authentication service.

B. Trusted Authentication Based on Blockchain
Generally, the using of Blockchain can be concluded as 3

types: acting as a distributed ledger, realizing decentralized
storing, or supporting distributed services relying on smart
contracts. For example, Matev et al. [23] introduced an au-
tonomous Blockchain to select the most convenient electric
terminal charging station. Li et al. [24] designed a privacy-
preserving incentive announcement network that achieved con-
ditional privacy for mobile terminals. Khan et al. [25] proposed
Blockchain based electrical transactions in microgrid. Then
Blockchain is adopted to support device certificating and real-
time monitoring in this paper.

Nevertheless, authentication efficiency is a challenge to be
solved in the cloud-based Blockchain network. Tselios et
al. [26] regarded Blockchain as a significant security factor
for software defined network (SDN) based cloud computing
infrastructure. Ali et al. [27] focused on solving trust problem
in cloud-centric IoT network by smart contracts. Haipeng et
al. [28] modeled the interaction between the cloud provider
and miners as a Stackelberg game, to optimize resource man-
agement and pricing problem. Although dedicated to ensuring
data validity, these works ignore vast costs on energy and
computation resources. To promote edge processing, edge
computing is considered as a new computing paradigm.

Utilizing computation and storage capacity of edge com-
puting, fixed and mobile terminals can be operated in dis-
tributed manners. Zehui et al. [29] analyzed the advantages
of facilitating blockchain applications in future mobile IoT
system. Mengting et al. [10] proposed a novel mobile edge
computing enabled wireless blockchain framework, where the
computation-intensive mining tasks can be offloaded to nearby
edge nodes. However, these works did not consider authen-
tication efficiency. Zhonglin et al. [30] proposed a security
authentication scheme of 5G Ultra-Dense network based on
Blockchain and designed a APG-PBFT algorithm. Yongxu et
al. [31] constructed a decentralized platform for storing and
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trading information in the air-to-ground IoT network. Focused
on data security, collaborative sharing among different IoT
platforms were not discussed in these papers. Anish et al.
[12] proposed a blockchain based edge-as-a-service framework
for secure energy trading in vehicle-to-grid networks, aiming
at improving performance of SDN networks. Wentong et al.
[32] designed a Blockchain-based cross-domain authentication
model in a distributed environment. But efficiency and limited
resources of the Blockchain were ignored in the process of
cross-domain authentication in [12], [32].

In summary, existing literature for Blockchain systems have
achieved a variety of properties such as anonymity, decentral-
ization and system transparency. However, less attention has
been paid to achieve efficient authentication among different
IoT platforms. Hence, this paper proposes a distributed and
trusted authentication system based on Blockchain and edge
computing. With edge computing technology, Blockchain edge
nodes can offer name resolution and edge authentication
service. Meanwhile, a caching strategy is designed to improve
authentication efficiency further.

C. Other Preliminaries

1) Elliptic Curve Cryptography (ECC): As a public key
cryptography, ECC ensures security depending on the ability
to compute a point multiplication with a random point, as well
as the inability to figure out a multiplicand given the original
curve and product points [14].

An elliptic curve E is a plane curve over a prime finite
field Ep, which is defined by the equation: y = x3 + ax+ b.
All points on E and infinity point O form a cyclic group
G. Consider two cyclic groups G1 and G2 with the same
prime order q. G1 is an additive cyclic group and G2 is a
multiplicative cyclic group. Define e : G1 × G1 → G2 with
basic properties of bilinear map, i. e.,
• Non-degeneracy: There exists P,Q ∈ G1 so that
e (P,Q) 6= 1.

• Bilinearity: e (P +R,Q) = e (P,Q) · e (P,R) and
e (aP, bQ) = e(P,Q)

ab
,∀a, b ∈ Z∗q ,∀P,Q,R ∈ G1.

• Computability: It is efficient to compute
e (P +R,Q) ,∀P,Q,∈ G1.

2) Consensus Algorithm: The consortium blockchain is
adopted to establish a trusted authentication system in this
paper. Based on the consortium blockchain, a variety of
consensus algorithms have been designed as shown in Table I,
such like proof of work (PoW), proof of stake (PoS), delegated
PoS (dPoS), casper, proof of elapsed time (PoET) and PBFT
[15]. Usually, each can be divided into three parts: verifying
identity, selecting primary peers and synchronizing data in the
Blockchain. To meet the high real-time requirement, the PBFT
algorithm with no token required is applied.

Most alliance members forming the consortium blockchain
are trusted and valid, such as governments, service operators
and big enterprises. Under this circumstance, we propose
an optimized PBFT algorithm to improve authentication ef-
ficiency, where the primary peer is selected through round
robin rather than computing complex puzzles. Furthermore,
to alleviate storage and computation burden of Blockchain,

tasks of resolving and recording data generated by numerous
terminals are conducted by edge nodes. In this way, the
consensus algorithm is executed only for verifying identity
and storing authentication logs in the Blockchain, achieving
data traceability and preventing data tampering.

TABLE I
COMPARISON OF CONSENSUS ALGORITHMS

Algorithm PoS DPoS Casper PoET PBFT
Decentralized complete complete complete semi semi

Tokens yes yes yes no no
Evil number 51% 51% 51% 51% 33%

Performance relatively
high high relatively

high high high

Technical
maturity mature mature not

applied
not

applied mature

III. SYSTEM MODEL

A. Blockchain Hierarchical Architecture

In this paper, a three-layer architecture is proposed to
handle trust and efficiency problems. As shown in Fig. 2,
the architecture consists of physical network layer, Blockchain
edge layer, and Blockchain network layer. The set of terminals
is denoted by V = {V1, V2, · · · , VM}. Sets of cache nodes and
resolution nodes are denoted as Bc = {Bc,1, Bc,2, · · · , Bc,N},
Br = {Br,1, Br,2, · · · , Br,O}, respectively. Functions of each
layer are described as follows:
• Physical Network Layer: A large number of fixed and

mobile terminals are used in IoT to realize monitoring
and controlling. Taking intelligent transportation as an
example, smart vehicles are equipped with many sensors
that collect data and transfer to other layers. Hence,
terminals raise high standards to real-time responses and
edge security due to their mobility and poor access
control mechanism among terminals and edge nodes.

• Blockchain Edge Layer: Blockchain edge nodes contain
two kinds of nodes: resolution nodes and cache nodes.
Resolution nodes are responsible for resolving domain
name, verifying transaction and committing a block to
the Blockchain network. Cache nodes are used to cache
required contents for terminals. Through the proposed
authentication system, these edge nodes can provide edge
authentication service and synchronize authentication
data timely to monitor terminals’ activity as Blockchain
network clients.

• Blockchain Network Layer: The Blockchain network
provides decentralized services of storing terminal in-
formation and creating smart contracts over Hyperledger
Fabric. Hyperledger Fabric is a customizable consortium
blockchain platform that supports smart contracts called
“chaincode”. As a distributed ledger, hyperledger stores
authentication logs orderly with the optimized PBFT
algorithm. Each recorder in the ledger acts as a time
constraint and a unique cryptographic signature, realizing
activity traceability of terminals.

Brief working of the proposed system is described as
Fig. 3. Smart contracts are created, defining authentication
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mechanism and integrating different protocols of IoT platforms
[33]. By sending transaction to the address of smart contracts,
resolution nodes can access to the smart contract and invoke
its function. In terminal registration, terminals can be regis-
tered in the nearest cache nodes through the proposed name
resolution strategy. Meanwhile, terminal identity anonymity
and communication security can be guaranteed based on the
cryptography algorithm.

Illegal and malicious terminals bring threats to data se-
curity and privacy confidentiality. In special scenarios like
enterprise intranet, it is forbidden to open access to stranger
terminals. Therefore, verification and confirmation on termi-
nals are necessary. Through the authentication mechanism,
Blockchain edge nodes can provide name resolution and edge
authentication service, including verifying and confirming. At

last, aiming at minimizing latency of downloading contents, a
caching strategy is designed in Section V. To realize real-time
monitoring and protect transaction transparency, authentication
logs will be stored in the Blockchain network timely.

B. Optimized PBFT Consensus Algorithm

Considering that most alliance peers forming the consortium
blockchain are trusted, an optimized PBFT algorithm is pro-
posed, in which the primary peer is selected by round robin.
The consensus algorithm is executed for storing authentica-
tion data and logs, to support data traceability and promote
certification efficiency.

After receiving authentication results, alliance peers write
authentication logs into the ledger through the optimized PBFT
algorithm. It is assumed that there are N peers. For each round
of consensus making, a peer will be selected as a speaker,
while other peers play as congressmen. The speaker has no
influence on consensus results, and it is allowed to host the
consensus process for N times.

The speaker Nx is selected by x = (h mod N) + 1, where
h is the current block height. Edge nodes can broadcast
authentication results to alliance peers. Define t to present
the time interval of generating a block. After t time interval,
Nx broadcasts message: pre prepare < v, h, d, Sigx >, to all
congressmen. v means view identity, d is the message digest
and Sigx is digest signature of the speaker.

Receiving pre prepare messages from the speaker, a con-
gressman, Ni, requires to verify the messages and signatures.
If they are proved to be true, Ni broadcasts message: prepare
< v, h, d, Sigi > among peers and continues to calculate
messages received from other peers, where Sigi denotes
signatures of Ni.

If prepare messages from over 2f + 1 different con-
gressmen are received, Ni broadcasts messages: commit <
v, h, d, Sigi > among peers. f = |(N − 1)/3|, which stands
for the maximum number of malicious peers. When receiving
over f + 1 commit messages, the speaker can confirm that
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a consensus is finished and generates a block in the ledger.
The authentication logs are broadcast among peers and their
ledgers are updated. Otherwise the block will be discarded and
next round consensus will be executed.

Based on the optimized PBFT algorithm, a trusted and fault-
tolerant Blockchain system is realized.

IV. DISTRIBUTED AUTHENTICATION MECHANISM

A. Dynamic Name Resolution Strategy

A dynamic name resolution strategy is designed in this
paper. As the foundation of Domain Name System (DNS), it
provides edge authentication and data synchronization service.
Both resolution nodes and cache nodes maintain a local DNS
database which consists of terminal ID, public key and IP
address.

Terminals will access Blockchain edge nodes through the
same domain name. And the name resolver of resolution
nodes translates domain name into corresponding IP address
and delivers it to nearby cache nodes. Hence terminals can
certificate in nearby nodes directly with lower delivery latency.
Once the terminal’s identity is confirmed by edge nodes, it can
access to all resources among different platforms from one
certification, achieving Single Sign on (SSO) and Identity and
Access Management (IAM).

Edge nodes usually maintain a local DNS database for
registered terminals to speed up verification. For newly coming
terminals which have not registered, nodes will commit a block
in the Blockchain network, gain a unique ID and correspond-
ing public key as well. To avoid duplicate recordings, terminal
information is transmitted to resolution nodes from cache
nodes in one-way direction. Then cache nodes synchronize
ID and accounts cached in resolution nodes at set intervals.
Redundant logs will be stored in resolution nodes, in order
to relieve storing pressure of the Blockchain network and
enhance query efficiency.

B. Asymmetric Cryptographic Algorithm Based on ECC

To protect the identity anonymity and communication secu-
rity of terminals and Blockchain edge nodes, an asymmetric
cryptographic algorithm based on ECC is designed. The algo-
rithm consists of four steps: setup, abstract, sign and verify.

1) Setup: Given a secure parameter k, an edge node selects
two groups G1 and G2 with the same prime order q. Then it
chooses a number s ∈ Z∗q as node private key and computes
master public key PKBE = s · P . The pair of key is used
to encrypt and decrypt messages, preventing malicious ma-
nipulation. After that two secure hash functions are selected:
H1 : {0, 1}∗ ×G1 → Z∗q , H2 : {0, 1}∗ ×G1 ×G1 → Z∗q .

2) Abstract: According to smart contracts, Blockchain as-
signs a unique ID idj for Vj . According to the name resolution
strategy, Vj can authenticate in the nearby cache node, Bc,n.
Bc,n will selects a random number rj ∈ Z∗q . Then formula-
tions used to produce master signatures can be calculated:

Rj = rj · P, (1)

hj = H1 (idj ||Rj ||PKBE) , (2)

δj1 = (rj + (hj · s) mod q)
−1 · P. (3)

Public parameters {G1, G2, q, P, PKBE , H1, H2, e (P, P )}
and cryptographic values in eq. (1)-(3) are broadcast among
nodes, so that they can verify terminals’ identity. With the
asymmetric cryptography, Blockchain gurantees data integrity
and security in the broadcasting.

Then Vj can obtain (Rj , δj1) from Bc,n and checks whether
e (δj1, Rj + hj · PKBE) equals to e (P, P ). When the equa-
tion is satisfied, Vj can confirm reliability of received messages
and ensure that the ‘block’ recording information has been
‘chained’ in Blockchain networks. It is noted that these param-
eters should be kept confidentially as they play an important
role in generating terminal signatures and verifying identity.

3) Sign: When Vj moves into the coverage of Bc,i, DDNS
resolves its IP address and changes the certificating nodes. Vj
need to get identified through delivering the digital signature.
Selecting a random number xj ∈ Z∗q as the private key, Vj
calculates the correspondingly public key, PKj = xj · P .
Given a message m and public parameters, we have

Xj = H2 (idj ||PKj ||Rj ||PKBE ||m) , (4)

δj2 = (Xj · (rj + hj · s mod q) + xj)
−1 · P. (5)

4) Verify: (Xj , δj2) will be uploaded to Bc,i from Vj as
signatures. Upon receiving data, Bc,i verifies terminal iden-
tity via judging if e (δj2, Xj · (Rj + hj · PKBE) + PKj) =
e (P, P ). If the equation is hold, Bc,i will deliver the authen-
tication results to the resolution node, which commits a block
in the Blockchain network with consensus reaching according
to the optimized PBFT algorithm. Examining equation can be
deduced as below:

e (δj2, Xj · (Rj + hj · PKBE) + PKj)

= e
(
(Xj · (rj + hj · s) + xj)

−1 · P ,
(Xj · (rj + hj · s) + xj) · P )

= e(P, P )
(Xj ·(rj+hj ·s)+xj)

−1·(Xj ·(rj+hj ·s)+xj)

= e(P, P ).

(6)

As demonstrated in [34], the decentralized nature of
Blockchain can make distributed denial-of-service (DDoS)
attacks against specific entities ineffective, since each alliance
peer forming the consortium blockchain can verify data va-
lidity based on consensus algorithm. Furthermore, with the
proposed cryptography defined in smart contracts, messages
sent from terminals or edge nodes are encrypted. The inabil-
ity of computing Nonce given ECC results makes it nearly
impossible for attackers to compute correct digital signatures.
Therefore, the system is trusted and DDoS-prevented.

C. Attack Model

There are several common attacks in the distributed
and trusted authentication system employing the consortium
Blockchain. And the following assumptions are used in the
analysis of four possible attacks:
• Supported by governments, banks or large enterprises,

peers in the consortium Blockchain are trusted and un-
forgeable.
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• Alliance peers and edge nodes are curious about the real
identity of smart terminals for gaining more profits.

• To improve response speed, smart terminals may intend
to refuse authentication in the Blockchain edge nodes.

• Attackers enable to eavesdrop authentication results sent
from terminals and tamper contents. They may access to
the network through forging identity of terminals or edge
nodes maliciously and destroy the system.

1) Denial of Service with False Signatures: The denial
of service (DoS) with false signature is one of the most
common attacks where data transferred from edge nodes to
the Blockchain may be compromised by attackers. Specifically,
attackers will eavesdrop authentication results transferred from
edge nodes and sign them with their false signatures. After
that attackers deliver the true authentication results with false
signature to the consortium Blockchain. The polluted messages
will be regarded as unreliable messages and be discarded by
the alliance peers, even though the authentication results are
valid.

2) Forgery Attack: On one hand, attackers can forge iden-
tity of terminals to access to the edge nodes, intending to
obtain confidential contents or pollute authentication data. To
produce a valid identity, a random number Err is selected
and corresponding public key is computed PKErr = Err ·P .
Through computing or eavesdropping parameters used in fol-
lowing equations, forgery digital signatures can be calculated:

XErr = H2 (idj ||PKErr||Rj ||PKBE ||m) , (7)

δErr = (XErr · (rj + hj · s mod q) + xj)
−1 · P. (8)

On the other hand, attackers can forge identity of edge
nodes to steal or modify terminal information and distroy the
authentication mechanism. To conduct forgery attacks, they
need to eavesdrop messages delivered by the legal Blockchain
edge nodes and compute ECC pairing mentioned above. Then
massages may be tampered and delivered to the Blockchain
or terminals with forgery signatures.

3) Man-in-the-Middle Attack: Man-in-the-middle attack is
an attack that happens during message transmission between
terminals and edge nodes, where attackers eavesdrop, intercept
and manipulate information. Attackers may attempt to perform
a man-in-the-middle attack using several approaches as below:

(1) Attackers block messages delivered from terminals to
nodes, and then modify them before sending, acting as illegal
terminals;

(2) Attackers block messages delivered from nodes to
terminals, and then modify them, acting as malicious nodes;

4) Threats of privacy leakage: Attackers attempt to extract
the real identity of terminals via eavesdropping multiple mes-
sages sent from the same terminals or edge nodes. If they
make true, the system will face the threats of privacy leakage.

V. CACHING STRATEGY BASED ON BELIEF PROPAGATION
ALGORITHM

A. Caching Model

It is assumed that the total number of contents that can
be requested by terminals is Q. The contents are divided

into H content groups (CG), which is denoted by F =
{f1, f2, . . . , fH}. Without the loss of generality, all contents
have the same size of s. Considering that some contents may
be requested more frequently than others, they are modeled
to have different popularities. Generally, the popularity of
contents follows Zipf distribution [36]. The popularity that
content q is requested can be modeled by:

eq =
1/qτ∑Q
a=1 1/a

τ
, 0 < τ < 1. (9)

Vj can download contents from cache nodes or Blockchain
networks. Assume that the dedicated bandwidth Wi is allo-
cated from Bc,i to terminals. For simplification, Blockchain
network supplies a fixed download rate of R0, which is lower
than downloading rate supported by cache nodes. Define Pi
as transmission power of Bc,i, and σ2

j denotes noise power of
Vj . According to [35], path-loss between Bc,i and Vj can be
modeled as d−αi,j , where di,j is the distance between them and
α is path-loss exponent. fi,j represents coefficient of Rayleigh
fading between Bci and Vj . To eliminate interference among
channels distributed from cache nodes to terminals, all the
downlink channels are independent and identically distributed.

To describe relations between nodes and terminals, nodes
and contents, terminals and contents, respectively, three matri-
ces are defined correspondingly, denoted as Li,j = [li,j ]N×M ,
Ci,j = [ci,j ]N×Q, Ri,j = [ri,j ]M×Q, where

li,j =

{
1, if Vj is within coverage of Bc,i ,
0, otherwise,

ci,j =

{
1, if Bc,i has cached fj ,
0, otherwise,

ri,j =

{
1, if Vi requests for fj ,
0, otherwise.

(10)

To evaluate efficiency of the caching strategy, hit ratio is
used to present probability that edge node caches fk that
terminals need. Hit ratio of Bc,i is:

hiti =

∑
j

li,j ·
∑
k

ci,k · rj,k∑
j

li,j
. (11)

B. Data Delivery Delay

When a terminal expects to download contents from higher
layers, it faces three options and tolerates corresponding
delivery delay. We give analysis of all options in next parts.

1) Delay to Connected Cache Nodes: Vj is within the
coverage of Bc,i. If Bc,i has cached fk, Vj is able to download
fk directly from Bc,i. The transmission rate between Vj and
Bc,i can be calculated based on Signal to Interference Plus
Noise ratio (SINR) [35],

Ri,j =Wi log

1 +
f2i,j · d

−α
i,j · Pi∑

k∈V/i
f2k,j · d

−α
k,j · Pk + σ2

j

 . (12)

Delivery delay from Bc,i to Vj is:

deli,j =
s

Ri,j
. (13)
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2) Delay to Other Cache Nodes: If fk is not available in
Bc,i, Vj can fetch contents from Bc,k through Bc,i. Let Di,k

and bwi,k denote the distance and average bandwidth between
these nodes, respectively. Transmission delay from Bc,k to
Bc,i can be calculated:

delBi,Bk
=

s

bwi,k
·Di,k. (14)

Given weight factor βi,j related to network core congestion,
transmission latency from other edge nodes to Vj is:

deli,j = β · (deli,j + delBi,Bk
) . (15)

3) Delay to the Blockchain Network: If fk is not cached in
any nodes, Vj has to submit requests to Blockchain networks.
For simplification, the Blockchain network is regarded as
(N + 1)th node, denoted as BN+1. Given weight factor γ,
delay from Blockchain networks to Vj is:

delN+1,j = γ ·
(
s

R0

)
. (16)

Above all, we can calculate the transmission delay that Vj
need to download contents from higher layer as follows:

Delj =
N+1∑
i=1

Q∑
k=1

rj,k · ci,k · li,j · deli,j . (17)

To minimize the average delay of all terminals, the opti-
mization problem model can be formulated as:

minimize Del (C) = 1
M

∑
j

Delj ,

s.t.


∑
j

ci,j · s ≤ Capi,∀Bi ∈ B,∀Vj ∈ V∑
i

li,j = 1

L ∈ {0, 1}N×M ,C ∈ {0, 1}N×Q

(18)

where Capi is the cache capacity of Bc,i. Total caching size
shouldn’t exceed capacity of storage space of nodes. The
problem is an integer programming problem, which is NP-
hard. It can be optimized with Belief Propagation algorithm.

C. Algorithm Based on Belief Propagation Model

Standard BP model arrives at the scheduling decision by
estimating marginal information of a certain joint probability
distribution function [36]. Compared with other algorithm
solving optimization problems, such like greedy maximal
weight matching or CSMA-type method [37], [38], approx-
imate BP algorithm has lower complexity and faster iteration
speed. According to BP algorithm, a utility function is defined
by F (C) = −Del (C). And the optimization problem is:

maximum F (C) . (19)

Let µ > 0 and the probability distribution is defined:

p (C) =
1

Z
exp (µF (C)) ,∀Bc,i ∈ B, ∀Vj ∈ V, (20)

where Z is a partition function of µ and a normalization
constant. According to large deviation, it’s proved that if
µ → ∞, p (C) concentrates to the maximum of F (C) with

B1 B2 B3

V1 V2 V3 V4 V5 V6 V7 V8 V9

Blockchain edge nodes Terminals

Fig. 4. Factor Graph

suitable condition. Let E (C) be the marginal expectation of
C. E (C) can be calculated once p (C) is given.

lim
µ→∞

E (C) = argmax
C

F (C) . (21)

Therefore, BP algorithm provides us an optimized approach
that we can recover a good approximate maximization of
optimization problem from estimating marginal expectation of
probability distribution.

To compute marginal distributions, a factor matrix G =
(V,E) is established in Fig. 4. Vertices V consists of N trans-
mitter nodes TX associated with edge nodes, and M receiver
nodes RX associated with terminals. An edge, (i, j) ∈ E,
means that Bc,i has influence on Vj . cki implies that Bi
has only stored fk. BP algorithm iteratively passes beliefs
which show estimates of marginal distributions along the edges
of graph. We define pi→j (t, ·) and pj→i (t, ·) to represent
belief messages passing from TX to RX and from reverse
transmission direction in the t-th round. Therefore, pi→j (t, ci)
and pj→i (t, ci) mean values of beliefs received in Bc,i.
Procedures of applying BP algorithm for maximizing marginal
distribution are as follows:

1) Initialization: Set t = 0 and let pi→j (t, ci) ,∀ (i, j) ∈ E
be initial distribution on ci. pi→j (t, ci) ,∀ (i, j) ∈ E can be
the popularity distribution of contents, E.

2) Mobile terminal nodes updating: In the t − th itera-
tion, Vj updates belief message pj→i (t, ci) that be sent to
Bc,i according to beliefs received from other nodes except
for Bc,i, denoted by k ∈ B 6= i. With marginal distribution
ck ∼ pk→j (t, ck) ,∀k ∈ B 6= i, we update:

pj→i
(
t, c∗i,n

)
= E

{
exp

(
µFj

(
c∗i,n, ch,∀h ∈ B 6= i

))}
.
(22)

3) Blockchain edge node updating: In the t − th iteration,
Bc,i updates belief message pi→j (t+ 1, ci) to be sent to Vj ,
which is based on beliefs obtained from mobile terminals in-
fluenced by Bc,i except for Vj , represented by k ∈ B (i) 6= j.
Set 1

Zi
as normalization factor, and we have:

pi→j
(
t+ 1, c∗i,n

)
=

1

Zi

∏
k∈V 6=j

pk→i
(
t, c∗i,n

)
. (23)

4) Final decision: After T iterations, the algorithm is
stopped and a selection of ci is made by Bc,i. So the final
estimation for marginal distribution of ci is:

Pr (ci) =
1

Zi

∏
k∈B

pk→i (T, ci). (24)
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Based on final decision, a maximization of optimization
problem can be estimated. Edge nodes can make caching
decisions by selecting maximum posterior probability Pr (ci).
In this way, the caching matrix Ci,j = [ci,j ]N×Q can be de-
termined and average delay can also be calculated. Therefore,
an approximately optimization for minimum delivery delay is
determined based on Belief Propagation algorithm.

VI. SECURITY AND PERFORMANCE

A. Security Analysis

In this section, attack models defined in Section 3 are
evaluated and analyzed correspondingly. The following pre-
conditions are used in the security analysis:
• Attackers may be legal objects in the trusted authentica-

tion system, or illegal objects.
• For any x, y, if one of x or y is unknown, then H(x||y)

is unknown.
• Any private information, including secure parameters

in cryptography, public parameters shared among edge
nodes and ECC pairings, is unknown for attackers.

• Terminal information and digital signatures are unknown
for attackers.

1) Prevention of Denial of Service with False Signature:
According to the name resolution strategy, authentication
results will be broadcast among Blockchain edge nodes.
If attackers block authentication messages delivered from
Blockchain edge nodes to the Blockchain and sign them with
false signatures, alliance peers will detect polluted messages
and discard them with the optimized PBFT algorithm. After
that, the blocked messages will be resubmitted by a random
resolution node in next rounds and the consensus algorithm
can be executed for N times if failed. Therefore, DoS with
false signature can only make true when massages from all
edge nodes are blocked, which is difficult because of the
widespread of edge nodes. Hence, the proposed authentication
mechanism can prevent DoS with false signature.

2) Mutual Authentication: Prevention of terminal forgery:
Based on ECC, it is computationally infeasible to calculate
correct key Rj in eq. 7-8 for attackers even if eavesdropping
transmission messages. Therefore, if illegal terminals submit
requests with false signatures, their requests will be rejected
by edge nodes since e (δj2, Xj · (Rj + hj · PKBE) + PKj)
and e (P, P ) are unequal in eq. 6.

Prevention of edge node forgery: To forge identity of nodes,
attackers have to compute private keys and public parameters
generated by ECC, which is also computationally infeasible
as explained in terminal forgery.

To sum up, the distributed and trusted authentication system
achieves mutual authentication and prevents forgery attacks.

3) Prevention of Man-in-the-Middle Attack: In man-in-the-
middle attack, attackers must forge identity of edge nodes or
terminals, while forgery attack is proved to be prevented as
mentioned above. If they transfer messages without modifying,
then the attack has no influence on the authentication system.

4) Conditional Privacy Preserving: On one hand, termi-
nals communicate with edge nodes through digital signatures
(Xj , δj2) generated by eq. 4-5, rather than the real identity idj .
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Fig. 6. Distribution of authentication time

The difficulty of computing idj given (Xj , δj2) and P prevents
attackers to extract real identity of terminals from multiple
messages. On the other hand, privacy preserving is conditional
since edge nodes need to record terminal information and
synchronize transaction logs timely, in order to verify identity
and trace data.

B. Simulation Results and Analysis

The proposed system is evaluated with Matlab and Hyper-
ledger Fabric.

1) Performance Evaluation of Trust Authentication: Hy-
perLedger Fabric uses docker container technology to run
Chaincode that contains the system application logic. The veri-
fication environment in this paper is carried out in Hyperledger
Fabric version 1.4 of docker 18.06 container in ubuntu 16.04.
Several nodes are virtually hosted on a single server machine,
acting as alliance peers and reaching agreements with PBFT
consensus algorithm. Each node is 2.0 GHz 8-vCPUS. VMs
are interconnected through 1 Mbps virtual LAN cards. The
proposed cryptography is used and typical orderer is deployed
as a single ordering service.

Fig. 5 shows that authentication time increases with ter-
minal amounts rising from 5 to 50, under different number
of peers deployed. The reason is that as terminal amounts
rises, their authentication requests wait longer to be handled
by edge nodes. Fig. 6 shows distribution of authentication
time with different peers. When peers number, N , is 6, the
average latency is about 39 ms, and latency grows to 50 ms
approximately when N is 10. According to PBFT consensus
algorithm, more alliance peers in the network can improve
security and fault-tolerant ability, at the cost of increasing
authentication time of reaching consensus.

Communication cost: The communication cost is computed
in the process of authentication. Initially, a terminal calculates
the hash value which takes 80 bits (32 bits of identity, 32 bits
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TABLE II
COMMUNICATION AND COMPUTATION COSTS FOR BLOCKCHAIN

Authentication Module Cost[Units]
Random number generator (16 bits) 0.5 ms

Hash function (SHA-256 with input 160 bits) 3 ms
ECC pairing (176 bits) 10 ms

ECC point multiplication (160 bits) 4 ms
ECC point addition (160 bits) 2 ms

Node verifying 1 ms
PBFT consensus commitment 11 ms

TABLE III
SIMULATION PARAMETERS

Parameters[Symbols] Value[Units]
Path loss exponent,α 4

Transmission power,P 6 Watt
Noise power,σ2

j 10−10 Watt
Bandwidth, W 20 MHz

Size of each content,s 10 MB
Cache capacity of BE,Capi 10 GB

Zipf parameter, τ 0.6
Amounts of contents, Q 10000

of node identity, and 16 bit nonce value). Then the transaction
is initialized through hash function which gives the output
of 160 bits. And ECC pairing is produced in a size of 176
bits. At last, the final message digest for the terminal is
computed using SHA-256 which outputs the digest of 256 bits.
Therefore, the overall communication cost for a terminal to be
authenticated is 256 + 176 + 16 + 160 = 608bits, consisting
of message digest, ECC pairing, time-stamp and transactions.

Computation cost: Random number generator, hash function
and ECC pairing are executed once. ECC point multiplication
and addition are conducted twice. When peer amount is 6,
verifying and PBFT consensus commitment costs 1 ms and
15 ms, respectively. The overall computation cost for an au-
thentication is about 0.5+3+10+4∗2+2∗2+1+11 = 37.5ms.

2) Performance Evaluation of Caching strategy: Assume
that Blockchain edge nodes distribute with intensity of λB ,
which represents the number of edge nodes per square kilome-
ters. For simplification, all nodes have the same transmission
power and channel fading coefficients. According to [39],
parameters used in the simulation are set and list in Table. III.
We study different scenarios where terminals submit requests
for downloading contents with following methods:
• Popular caching [40]: According to the popularity distri-

bution of files, k most popular contents should be cached
to each edge nodes.

• Random caching [40]: The random caching strategy on
edge nodes is that nodes ought to choose k contents
randomly and cache into their capacity.

• BP caching: according to the proposed caching strategy
based on Belief Propagation algorithm, edge nodes make
cache decisions to improve allocation efficiency.

In simulation, experiments are conducted with different
parameters. The proposed strategy is performed compared
strategies based on popular caching and random caching in
terms of average delivery delay and hit ratio.

Fig. 7 shows changes of average delay and hit ratio with
different maximum tolerance of smart terminals, ranging from
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100 to 500. Following rising of terminals, value of delay in
BP caching increases gradually. Curves of popular caching
and random caching fluctuate with amounts changing. Among
them random caching strategy has the biggest latency. Ad-
ditionally, with terminals getting denser, latency of popular
caching is closer to that of BP caching. Reasons are that
limited by caching capacity of edge nodes, strategy based on
Belief Propagation algorithm tends to cache popular contents
to meet demands of majority terminals. Therefore, BP caching
and popular caching are converged to a similar result. In terms
of hit ratio, hit ratio of BP caching is close to 1 in the
beginning and decreases with amount rising. Values of random
caching fluctuate at a low level. For popular caching, the hit
ratio undulates in a small scope. And as terminals getting
larger, it is converged to result of BP caching.

Fig. 8 shows changes of average delay and hit ratio with
different Zipf parameters, ranging from 0.1 to 0.9. The result
demonstrates that the proposed algorithm can obtain the high-
est hit ratio compared with strategies based on popular caching
and random caching. Besides, the hit ratio keeps increasing
when the parameter of Zipf distribution increases. It is because
that the percentage of requests for popular content goes up
with Zipf parameters rising. Then replicas of the popular
content in cache of edge nodes can satisfy more requests. And
hit ratio of popular caching gets higher for the similar reasons.

On the contrary, average delay of the proposed strategy
declines. Since a larger proportion of the popular contents
arises, nodes are tended to cache popular contents. In this way,
more terminals that request for the contents can download files
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from connected nodes or nearby nodes with lower latency.
In Fig. 9, we study the average delay of different algorithms
with different cache capacity of nodes. When the cache size
increases, a larger proportion of content delivered over the
network can be stored. Therefore, average latency of all
strategies declines with capacity growing. However, the BP
caching strategy can still obtain the smallest delay compared
with other strategies. The reason is that BP caching strategy
can allocate cache capacity efficiently based on the analysis of
content distribution among nodes and geological distribution
of mobile terminals.

Fig. 10 describes that average delay increases as the size of
contents grows. That is because terminals need to spend more
time on downloading contents from nodes with size growing.
Additionally, limited by cache capacity of edge nodes, a fewer
proportion of content can be stored in nodes. In this way,
average delay rises influenced by bigger contents. And value
of BP caching strategy is the lowest among all strategies.

VII. CONCLUSION AND FUTURE WORK

In this paper, a distributed and trusted authentication system
combining edge computing and Blockchain is proposed to
realize efficient authentication and information sharing among
different IoT platforms. In the system, a hierarchical au-
thentication architecture is established, consisting of physical
network layer, Blockchain edge layer and Blockchain network
layer. With the optimized PBFT consensus algorithm, the
Blockchain stores authentication data and logs, guaranteeing
trusted authentication and achieving activity traceability of
terminals. To provide name resolution and edge authentication

service, a distributed mechanism based on name resolution
strategy and ECC is proposed. Evaluation on attack models
proves that the mechanism is attack-prevented and fault-
tolerant. Furthermore, we proposed a caching strategy based
on BP algorithm which can realize cooperation among edge
nodes and minimize downloading latency. In simulation, the
authentication mechanism is evaluated in terms of communica-
tion and computation costs, demonstrating that the mechanism
is applicable. Simulation results also prove that the proposed
caching strategy has a higher hit ratio and lower delivery
latency than other caching strategies based on popular caching
and random caching.

In future work, we will apply this system to the blockchain
based data sharing Platform for pilot verification, to further
optimize performance and availability.
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